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Privacy Notice 

Fresenius Medical Care AG,  

Else-Kröner-Str. 1,  

61352 Bad Homburg, Germany 

 

Fresenius Medical Care AG, and its affiliated 

entities (together “FME”) value the trust of their 

customers and are committed to protecting their 

personal information. 

This Privacy Notice explains how Fresenius 

Medical Care and its affiliates processe your 

personal information and why. This Privacy Notice 

also describes your rights and how you can 

exercise them. 
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Who is the Data Controller for my 

information? 

The data controller for your personal information used for 

Customer Relationship Management purposes is 

Fresenius Medical Care AG, and its affiliated entities. 

What information do we collect, use, 

transfer and disclose, and why? 

The reason why Fresenius Medical Care is collecting 

information about you is to manage and care for our 

relationship. The information can come directly from you 

or from third party information sources. The type of data 

we collected depends on the relationship you have with 

Fresenius Medical Care and is always subject to 

applicable laws. In the annex you will find more specific 

information that tells you what personal information we 

process and for which purposes we process it. 

Who has access to your personal 

information? 

Fresenius Medical Care AG, and its affiliated entities 

providethird parties with access to your personal 

information where this is necessary for the purposes listed 

in the annex. 

This will always happen on a need-to-know basis. In the 

annex you will find a list of third party categories.  

These third parties are expected to protect the 

confidentiality and security of your personal information.  

As you will know, Fresenius Medical Care is a company 

that operates globally. As a consequence, we may transfer 

your personal information outside your home country, and 

this may include countries that have a different data 

protection regime. If you are located in the European 

Economic Area (the "EEA") this may include countries 

outside of the EEA. Whenever your personal information 

crosses borders, Fresenius Medical Care transfer the 

personal information based on EU standard contractual 

clauses that impose equivalent data protection obligations 

directly on the recipient, on the consent included in this 

Privacy Notice if required or on other legal mechanisms 

that may be required in your country. In other words: 

whoever receives your personal information is required to 

respect the data protection regulations of your country. A 

copy of the relevant mechanism can be provided for your 

review – (see the contact us section for how to request 

this). 
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For how long do we keep your personal 

information?  

Fresenius Medical Care stores your personal information 

in accordance with applicable laws, which means we keep 

your personal information for a maximum of 3 years after 

our last contact.  

 After this period, Fresenius Medical Care will 

automatically anonymize your information notably for 

statistical purposes. 

What are your rights? 

At any time, you have the right to request a copy of your 

personal information, and you may request correction of 

any information that is incomplete or inaccurate. You also 

have the right to receive the personal information which 

you provided to us in an electronic format so that you can 

transmit this to a third party or request us to transmit it. 

You also have the right to object to the processing of your 

personal information in some circumstances (in particular, 

where we don’t have to process the information to meet a 

contractual or other legal requirement or to provide care 

or treatment). You can ask us to erase your information in 

some circumstances. In certain circumstances you also 

have the right to request that we restrict the processing of 

your personal data for certain purposes. In some cases, 

these rights can be limited – for example where we need 

your personal information to comply with the law or to 

protect your vital interests, or where providing your 

information would reveal personal data about another 

person. 

If you ever want to enforce any of the above rights, simply 

contact us at Datenschutzbeauftragter@fmc-ag.com 

You also have the right to complain to an EU data 

protection authority where you live, where you work or 

where you believe a breach may have occurred. 

What are my rights in relation to automated 

individual decision-making (including 

profiling)? 

You have the right to object to being subject to a decision 

based solely on automated processing, including profiling. 

Should we perform any automated decision-making, we 

will record this in our privacy notice, and ensure that you 

have an opportunity to request that the decision involves 

personal consideration. 

How can I withdraw my consent? 

If you give us consent to use your personal information to 

help improve the quality of our relationship, you can 

withdraw this consent at any time by contacting at 

Datenschutzbeauftragter@fmc-ag.com. 

Please note that withdrawal of consent does not affect the 

lawfulness of processing your personal information based 

on consent before its withdrawal. Neither does the 

withdrawal of consent affect processing of your personal 

information based on legal obligation.  

Changes to this Privacy Notice  

This Privacy Notice is effective as of March 10th 2022 and 

may be updated from time to time. Whenever there are 

material changes to our Privacy Notice, Fresenius Medical 

Care will notify you by sending you an email or through 

other means in which we may also seek your consent. 

How to contact us?  

For any concerns relating to data protection or in order to 

exercise your rights you may contact our Data protection 

officier at Datenschutzbeauftragter@fmc-ag.com  
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ANNEX 

Types of personal information we process: 

Personal and professional details 

· Professional title, given name, surname 

· Gender 

· Primary and secondary practice name, address and 

contact details (phone, fax, email) 

· Date of birth 

· Mobile phone number (if supplied by you) 

· Practising status and qualifications 

· Specialty or profession 

· Other publicly available information about your 

professional profile 

· Programs, trainings and activities in which you 

participated 

· Engagement or interaction with our products and 

services 

· Opinion on products or services 

· Communication preferences 

· Cookies 

· Device information: We may collect information from 

the device (device type, operating system, screen 

resolution, language, country you are located in, and 

web browser type) you used during your visit to one of 

our websites or third party websites that operate on our 

behalf. 

· Browser information: Certain information is collected 

by most browsers, such as your Media Access Control 

(MAC) address, computer type (Windows or Mac), 

screen resolution, operating system name and version, 

and Internet browser type and version. We may collect 

similar information, such as your device type and 

identifier, if you access through a mobile device to our 

websites or third-party websites that operate on our 

behalf. We use this information to ensure that our 

websites function properly. 

· IP address: Your IP address is identified and logged 

automatically in our server log files whenever a user 

visits our websites, along with the time of the visit and 

the pages visited. We use partially masked IP 

addresses for purposes such as calculating usage 

levels, diagnosing server problems and administering 

our websites. We may also derive your approximate 

location from your partially masked IP address (two-

byte anonymization). 

Fresenius Medical Care obtains some of this information 

directly from you, some from third parties with whom 

Fresenius Medical Care is working and from publicly 

available sources. 
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The purposes and legal bases for which we 

process your personal and professional 

information: 

Fresenius Medical Care processes your personal data for 

the following purposes: 

· Processing and reporting of adverse event information 

and product complaints 

· Patient assistance and support programs 

· Training, scientific and educational programs 

· Engaging and identifying scientific experts, healthcare 

professionals and key opinion leaders 

· Communicating information about our products 

· Product orders or requests for samples 

· Providing access to our resources and tracking our 

interactions 

· Fulfilment of contractual obligations 

· Compliance with legal and other requirements, such as 

income tax and national insurance deductions, record-

keeping and reporting obligations, conducting audits, 

compliance with government inspections and other 

requests from government or other public authorities, 

responding to legal process such as subpoenas, 

pursuing legal rights and remedies, defending litigation 

and managing any internal complaints or claims, 

conducting investigations and complying with internal 

policies and procedures 

We will not process your personal data for any other 

purpose than what is described in this Privacy Notice.  

The only exceptions to this is when we are required or 

authorised to do so – either by law or by you. For your 

information, please find below a list of law requirements 

and authorisations:  

- Where required by law including 

· Meeting our record keeping and obligations to 

report adverse reactions  

· Compliance with government inspections and other 

requests from government or other public 

authorities  

· Providing information related to taxation to you 

and/or relevant government authorities 

- Where necessary to establish, exercise or 

defend legal claims 

- As required to conduct our business 

· Conducting audits 

· Conducting investigations 

· Managing complaints or claims 

· Complying with internal policies and procedures 

· To send administrative information to you, such as 

changes to our terms, conditions and policies, as 

well as marketing communications that we believe 

may be of interest to you 

· To facilitate social sharing functionality 
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- To pursue our legitimate interests, in 

particular: 

· To analyze or predict our users’ preferences in 

order to identify aggregated trend reports on how 

our websites or third-party websites that operate on 

our behalf are used 

· To analyze or predict your preferences in order to 

improve our interactions with you. 

· To deliver you the content, products and offers (via 

our websites or third-party websites that operate on 

our behalf, emails or digital tools) that we believe 

will be relevant to your professional interests 

· To verify your eligibility to access certain products, 

services and data that may be provided 

· To undertake in clinic surveys to check your 

satisfaction and experience with your treatment 

regime to evaluate and improve the treatment 

offered unless consent is required under applicable 

law 

· To measure performance 

With whom do we share your personal 

information? 

· Service providers: Companies that provide products 

and services to Fresenius Medical Care such as 

training, IT systems suppliers and support, and other 

service providers. 

· Fresenius Medical Care personnel: Such as 

members of the marketing, sales, medical and human 

resources department. 

· Public and governmental authorities: Entities that 

regulate or have jurisdiction over us such as regulatory 

authorities, law enforcement, public bodies, judicial 

bodies and nephrology and dialysis registries. 
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